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Jamura uadopmanuu
OT HECaHKLIMOHUPOBAHHOTO
IocTyma

Jamnimaemast uHGOpMAaLHs

Wnentuduxauus

HudopmarinonHas cucrema

HHbopmarirnonHbie pecypcor

WndopmannoHHbie
TEXHOJIOTHH

HHudopmanus

Koutponupyemas 3o1a

KondunenunanbHOCTD

O06paboTka nepcoHaNTbHBIX
IAaHHBIX

TEPMUHBLI U ONPEJIEJIEHUA

HefcTBusS 1O mpoBepke MOMIMHHOCTH CcyOBeKTa AOCTyIIa
B UH(DOPMALMOHHOM CUCTEME
CocrosHue 3amMIIEHHOCTH
obecmeyennl  ee
U LI€JIOCTHOCTh
Nndopmanuonnas cucrema, co3nasaemas B LENSIX PeaTH3aLAN
[IOJIHOMOUM 1 rOCyIapCTBEHHbIX OpraHoB
u obecrieueHus oOmeHa wuHbOpPMALMEd MexOy STHMH
OpraHamH, a TaKXK€ B MHBIX YCTAHOBJIEHHBIX (enepanbHbIMU
3aKOHAMH LIeJIsixX

Bo3MoxxHOCTD mony4enust MHGOPMALIMHK U €€ UCITIONB30BAHMS
CocrosHue MHOOpPMALMK, XAPAKTEPU3YEMOE CIHOCODHOCTBIO
TEeXHUYECKUX CPEACTB W HMHPOPMALMOHHBIX TEXHOJOIMH
obecnieunBaTh OECIpPENsTCTBEHHBIM NOCTYN K HHPOpPMALMU
CyOBEKTOB, MMEIOIMX HA 3TO MOJHOMOYMS

3ammta uHbOpPMAlLMM, HANpPaBIEHHAss HA TPENOTBPAIICHHE
NOJIy4eHusl 3alMuaeMoii HHPOpMalUK 3aUHTEPECOBAHHbIMU
CyObeKTaMH C HapyLICHHEM YCTAHOBJIEHHBIX HOPMATHBHBIMU
H I[PaBOBbIMH JOKYMEHTAMH (aKkTamu) WM 00IanaTesiMm
uHQOpMALMM MpaB MIM NPAaBUJI Pa3rPaHMYEHMs AOCTYIA
K 3aIMIaeMOi HHDOPMAIIUK

HHpOpMaIuy,
KOH(HUACHLUATbHOCTb,

IpU KOTOPOM
IDOCTYIIHOCTb

Hudopmauns, sBistoliascs MNPEIMETOM  COOCTBEHHOCTH
M IOJJIeXallasd 3alIMTe B COOTBETCTBHM C TPeOOBaHHAMH
MPABOBBIX IOKYMEHTOB HITH TpebOBaHHIAMH,

yCTaHaBIMBAEMBIMH COOCTBEHHHKOM HHPOPMALIMU
ITpucBoenue cybrexTam 1 00beKTaM NOCTyna uAeHTHUKATOPA
W (Wnd) CpaBHEHHE TIPEOBSIBIAEMOro HueHTH(HKATOpa
C NepevHEM IIPHCBOSHHBIX HICHTUDHKATOPOB

CoBoxynHoCTb conepskamueticst B 0asax AaHHBIX HHOOpMaIK
u obecrieunBaromkx ee  00paboTky  MH(OPMALUMOHHBIX
TEXHOJIOTUH U TEXHUYECKHX CPENCTB

OTnenpHble TOKYMEHTBI M OTHENbHbIE MAaCCHBBI OKYMEHTOB,
NOKYMEHTbl M  MAacCHUBbI JIOKYMEHTOB, COHAEPIKAIHECcT
B MHQOpMaIlHOHHEIX cucTeMax (6ubnuorexkax, apxuBax,
dbonnax, baHkax JaHHBIX, HHPOPMALIMOHHBIX CHCTEMAX NPy THX
BHJIOB) '

ITpoueccer, merombl mowcka, cbopa, xpaHeHus, 00paboTkH,
NPENOCTABJICHHUS, PACIPOCTPaHEeHUsl HH(POPMALIMK U CTIOCOOBI
OCYIIECTBJIEHHS TAKHX ITPOLECCOB U METONIOB

Ceenenus (coobenwus, JAHHBIE) HE3aBUCHMO
oT (hOPMBbI KX MMPENCTABJIECHHUS
IlpoctpanctBo  (TeppuTOopHs, 3HaHHE, YacTb  3[aHMUs),

B KOTOPOM HCKJIIOUEHO HEKOHTPOJHPYeMOe NpebbIBaHUe JIHLL,
HE MMEIOIIHX MOCTOSHHOIO MJIH  pPasOBOro  JIOMYCKa,
U [IOCTOPOHHUX TPAHCIIOPTHBIX CPEICTB

OOs3arenpHOE AT BBIIOJHEHUS IMIIOM, IOy YHBIIMM IOCTYII
K ompeneneHHo# uubopmanuu, TpeboBaHHE HE IMepenaBaTh
Takyr0 uHQOpManui0 TpeTbuM JuuaMm ©Oe3  corjacus
ee obnanaress

HeticTBus (onepauuu) ¢ NepcoOHaIbHBIMH JAHHBIMH, BKJIIOHAs
c6Op, CHCTEMAaTH3aLUI0, HAKOIUIEHHE, XPAHEHUE, YTOUHEHHE



Oneparop

IlepcoHanbHble NaHHbIE

Yrposa Ge3onacHocTH
- uHbOpMaL UK

VAI3BHMOCTD

IlenoctHoCTh

(oOHOB1EHUE, H3MEHEHHE), HCTIONBL30BAHHE, PACIPOCTPAHEHHE
(B ToM uncne nepenady), ofesnHuMBaHMe, GIOKHPOBAHUE,
YHHYTOXCHHE NEPCOHANBHBIX HaHHBIX

TPOKOAHWH WM IOPHAWYECKOE JIMLO, OCYLIECTBJISIOIIME
AEATENIPHOCTb MO SKCILIyaTaluHu HHGOPMAIHOHHON CHCTEMBI,
B TOM uucie 1o obpaborke wnHOpMaruu, comepxkaiieiics
B ee 0a3ax NaHHBIX

Jlo6as uH(OPMALHS, OTHOCANASCA K HNPSIMO MM KOCBEHHO
ONPENENeHHOMY UM ONPeNeNsaeMOMy HU3HUECKOMY JIHLYY
CoBokynHocTs  ycnoBuii M (DakTOpPOB,  CO3AFOLIHX
NOTEHLHANIBHY IO HITH peayibHO CYILECTBYIOILY O
ONaCHOCTb,  CBS3aHHYKO  C  yTe4KOH  uH]OpMaLuu
H/UJI1 HECAHKIIHOHMPOBAHHBIMK M/MJIH HETPeIHAMEPEHHbIMHU
BO3ACHCTBUSMHU Ha Hee

HenocraTtok (cnadoctn) OpOrpaMMHOIO
(MporpaMMHO-TEXHHYECKOT0) CPEACTBA UM MH(DOPMALIOHHOMA
CHUCTEMbl B LEJIOM, KOTOpbIl (KOTOpas) MOMET ObIThb
HCMONIb30BAHA U peaiM3aluu  yrpo3  6e30macHOCTH
nHbOpMaIUK

YcToiunBocTh  MHGOPMALIMHM K HECAHKIIMOHMPOBAHHOMY
HUIH CJTy4alHOMY BO3ZIEHCTBHIO Ha Hee B mporecce o6paboTku
TE€XHHUYECKMMU CPEICTBAMH, PE3YyJbTAaTOM KOTOPOrO MOXKET
ObITh YHUYTOXEHHE U UCKKEHHE HHDOpMALIUH
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1 OBIIUE HOJIOKEHMS

Hacrosimast ITonutrka siBisercs HAOKYMCHTOM, ONPEAE/ISAIOIUMM HaIPaBIEHHS AATENbHOCTH
B obmactu  obecneuenus nndopmausoHHolil  GesonacHocTd  u npencraBiser  coboii
CHCTEMATH3UPOBAHHOE U3NOXKEHHUE Lenell U 33123 uH(OopMAaLHOHHON 6e30macHOCTH, KaK ONHO WM
HECKOJIEKO MpaBiLl, MPOLENYp, MPAKTHYECKUX IPHEMOB H PYKOBOISLIHUX HNPHHIUIOB, KOTOPLIMU
pykosoactayercs 'OV, a Takoke OpraHU3alHOHHbIX, TEXHOIOIMYECKHX U 1T POLEAYPHBIX aCMEKTOB
obecrieyenust HHPOPMAIIHOHHOI 6E30MACHOCTH.

IMonoxxenust  nacrosmedi  IlonuTuku  He pacnpocTpaHsioTCs  Ha  obecnedyeHue
MH(POPMALIMOHHOM 6e30MaCHOCTH CBEIICHMH, COCTABJISIOILUX TOCyAapCTBEHHYIO TaifHy.

OcHoBHOH 3amaueli B oObmacTu MH(DOPMaLHOHHOH Gesomacuoct TBOY NMpH3HAEeT
COBEPLICHCTBOBAHUE MEP U CPEACTB ODECHEYEHUsS! 3alUThl uHpOpMaLUY MH(POPMALIHOHHbIX
pecypco I'BOY B KOHTEKCTE pasBHTHS 3aKOHONATEILCTBA Poccuiickoii ®enepauun u HOPM
perynuposanus MHGOPMAMOHHON HESITENbHOCTH B TEKYLIUX YCIOBUSX (yHKLMOHUPOBAHHUS
UHPOPMALIMOHHOIO [OJIs.

pu paspaboTke IIOMUTHKY YIHTHIBANKUCH OCHOBHbIE NPUHUHUIBI CO30AHUS CHCTEM 3aIIUThI
MHPOPMALIMY, — XAPAKTEPHCTHKM M BO3MOXHOCTH OPraHH3alHOHHO-TEXHUYECKUX  Mep
1 COBPEMEHHDIX POrPaMMHEIX U aNNapAaTHO-TIPOrPAMMHBIX CPELCTB 3ALUThI uHpOpMaIUK.

B pamxax cBoeii nesrenbHoctu ITBOY 00513y €TCsA IPeANPUHUMATD BCE BO3MOXKHbIE MEDBI AJist
3aIUThl KHQOPMALIHH OT YIPo3 6€30MaCHOCTH uH}pOpMaIHH.

TpeGosanus uuopMALHOHHOM 6e30MaCHOCTH, COOTBETCTBYIOT LIEIAM JesiteibHoCcTH [ BOY
H IpEeIHA3HAYEHbl NJI1 CHUXKEHHsS PUCKOB, CBS3aHHBIX C peanusauueii yrpos 6esonacHocTu
uHdopManuu.

ITommtrka nocrymnua Becem pabothukam TBOY 1 BceM moNb3oBaTensm €r0 PecypcoB.

2 [EJIHN A 3AJAYU OBECHEYEHUA WH®OPMAIIMOHHOMN BE3OIACHOCTH

Cy0bexTbl HH(OPMALIHOHHBI i OTHOLI eHHi

Cybrextamu npu obecriedenun HHbOPMALHOHHOH 6e30macHocTH B TEOY SBJIAFOTCSL:

PabOTHUKH CTPYKTYPHBIX HOApPA3NEICHHI (B TOM YHCIe YBOJICHHBIE),

rpaxnaHe, pabOTAOLIKE MO JOrOBOPAM IPaXKIAHCKO-IPABOBOrO XapaxTepa;

(usnueckue nMNa, MpPeRCTABUTENH KOHTPAar€éHTOB B pPaMKax HCIIOJNHEHHS] HOrOBOPHBIX
00s13aTeNBLCTE,

(usuueckue nuia, noxaBLIMe OOpaleHue B anpec I'BOY;

IOPHIMYECKHE JIM1IA, B PAMKAX HCIIOJHEHHUS JOTOBOPHBIX OOS3aTENbCTB MIIM BO HCIIOJHEHUM
TpeGOBaHui CO CTOPOHBI 3aKOHONATENbCTBA POCCHITCKOH Qenepaiuu,

OpraHbl FOCY JapCTBEHHOM BJIACTH.

O0bexTh HHPOPMAUHOHHBIX OTHOL HUIA

O6bexTamMy HHPOPMALMOHHBIX OTHOLICHUH SBJISIOTCA:

unpopMaLoHHbIe pecypcel TBOY;

FOCyNapCTBEHHbIE ~ MHQOPMALMOHHBIE  cHCTeMbl  OnepaTopoM  KOTOPBIX  SIBJSETCH
TBOYV;

npouecce! 00paboTky undopmaLi B “HGOPMAIIMOHHbIX crcTemax [BOY, HH()OPMaLMOHHBIE
TEXHOJIOTHH, perjaaMeHThbl u npoLeny pbl cbopa, obpabotku, XPpaHEHH
U nepegaud HHGOpMaIuu;

uHpOpManMOHHasT WHPPACTPYKTYpa, BKIIIOYAKOAS  CHCTEMBI obpaboTky, xpaHeHus
W aHANU3a HH(OPMALIMH, IPOTPAMMHbIE ¥ IPOTPAMMHO-ATITIAPATHBIE CPELICTBA, B TOM SHCIE KAHADI
CBSI3H U TEJIEKOMMYHHUKALIMH;

CHCTEMbI M CPEACTBA 3aIMUThI HHpOPMALK, OOBEKTE! M [IOMELIEHHUS, B KOTOPBIX Pa3MELLEH bl
cpencrsa 00paboTky HHOOPMALHY.

Ienn obecnevenus undopmaunoHHoi GezonacHocTH

OcHosHoit Lenbio obecneuenus nndopmaLuoHHol Gesonacrocty TBOY siisores JeicTBus
HarpasJjieHbl HA TOCTHKEHHE 3ALUUTHl CyOBEKTOB MH(POPMALIMOHHBIX OTHOLIEHHHI OT BO3MOKHOIO
HAHECCHHA WM MaTePHalbHOIO, (PH3MYECKOro, MOPANbHOrO WIIM HMHOTO yinepba, IOCPEncTBOM
CJIy4aiHOrO UIH [IpEeNHAMEPEHHOrO BO3/EHCTBHS Ha HH(OpPMALIHIO,




B TOM YHCJIE:

obecneuenus OTKa30yCTOHYHUBOro GyHKIMOHMpPOBaHUS IPOrpPaMMHBIX
H alfapaTHo-nporpaMMHbIX cpencts 5OV u npenocrasisemsix CEpPBHCOB;

COOMIONEHHsST TIPaBOBOroO peXUMa HUCHOJb30BAHUA MAaCCHBOB WU cpencts  0OpaboTku
HHOpMarHy,

MPEAOTBPALICHNA peanusalid yrpo3 OesonacHOCTH HHpOPMALHH IPH  OCYLIECTBJIEHUH
nesrenpHOCTH IBOY.

3apnauu obecneuenus HH(pOpMALHOHHOH §e30macHocTH

Hoctmxenue ueneii obecrieuenus MH(OPMAIHOHHOMN 6e30MACHOCTH M CBONCTE uH(opmarmy,
I'bOY pemaercst cnenyromymu 3anauamu:

SAIIATbI OT HECAHKLHOHHPOBAHHOI'O IOCTYIIA K MHDOPMALHOHHBIM pecypcawm;

PasTPaHHYeHHs NOCTy A MOJB30BaTeNeH K HH(DOPMALMOHHBIM, annapaTHeIM, TPOrPaMMHbIM
H MHBIM pecypcam;

PETHCTPALHA M TEPHOAMYECKOrO KOHTPONS HeHCTBMI MOIb30BaTeNe npu obpabotke
3aIIMINAEMON MH(QOPMALIMH ¥ IEPHORHYECKHI KOHTPOJIb KOPPEKTHOCTH UX JACHCTBUII;

KOHTPONIA LENOCTHOCTH CPEAbl HCIOJHEHHsS MPOrpaMM M €€ BOCCTAHOBJIGHUE B ciyvae
HapyLIEHMUS,

obecrieueHusT ayTeHTUDHMKALMH W UNEHTHGUKALMM  TIOB30BATENeH,  Y4aCTBYIOLMX
B HH(OpMaLoHHOM 0bMeHe; A

O0eCe4eHsl  WCIPABHOCTH  [PHMEHSEMBIX B MHPOPMALIMOHHBIX  CHCTEMax
I'BOY cpencTs 3awutsl uHbOpMALHK,

CBOCBPEMEHHOTO BBLISBJIEHHE WCTOYHHKOB yrpo3 GesomacHocTH HHGMOpMaumy, MTPUYHH
M YCJOBMH,  CIOCOOCTBYIONMX — HAHECEHHIO ymepha 3aHHTEPECOBAHHBIM  CYObEKTaM
MH(POPMALIMOHHBIX OTHOIIEHMA;

CO31aHUEM CiykObl MOHHTOPHHIA M PEArMPOBAHHMS HA yIPO3bl GE30MACHOCTH HHpOpMAaLHH
U HETaTUBHBIE NOCJIEACTBHS,

CO3MaHMEM YCIIOBHH /IS MMHMMH3ALMK HAHOCHMOTO yIep6a HenpaBOMEPHbIMH NEeHCTBHSIMH,
1 yCTpaHEHHE OCNEeACTBUM HapyIeHus HHGOPMAIHOHHO GesonacHocTy B ITBOY.

Pewmenue Bbienepeuncientsx 3anau 8 'BOY ocymecTsisercs IIOCPEACTBOM:

YHeTa BCEX MOMIENKALINX 3aLUMTe HHPOPMALIUOHHBIX PECYPCOB;

KypPHAIIMPOBAHM A IEHCTBHI MEPCOHANA, OCYIIECTBISIOWEr0 00CTyKIBAHUE U MOAUbUKALMIO
MPOTPaMMHBIX H IPOrPAMMHO-ANIAPaTHBIX CPEACTE HH(POPMALIMOHHBIX CHCTEM,

PeriaMeHTallu  TIPONEeccoB 00paboTku HMHpOpMauuy, neiicTBUii PaGOTHHKOB I'BOY,
OCYLICCTBIIAIOIIMX SKCITYaTalHIO IPOrPAMMHBIX M MPOrPAMMHO-aIlNAPATHBIX CPECTB, HA OCHOBE
YTBEPIHKACHHBIX OpraHM3aLMOHHO-PACTIOPAAHTENBHBIX TOKYMEHTOB 10 3aLIHTe HHPOPMALIUH,

Ha3HA4eHMs U [IOArOTOBKOH PabOTHHKOB, OTBETCTBEHHBIX 32 OPraHM3aIMI0 H OCYIIECTBICHHE
MEPONPUATHIi 110 0becnedeH 0 HHPOPMaLHOHHOM 6e3onacHocTi B [BOV:

HA[ENeHUs KaKIOro pabOTHHKA MHHHMAILHO HEOOXOMMMBIMH TMpaBaMH IIPH pabote
B MH(OPMALIHOHHON HHPPACTPYKTYPE COTNACHO UX NOMKHOCTHDIM 00s13aHHOCTSIM;

COOJIIOAEHHS BCEMH PaGOTHUKAMH, SKCILYaTHPYIOLMMH 1 00CITy > XKHBAIOIUMHU NPOrPaMMHBIC
M NPOrpaMMHO-aMMNapaTHbe  CPEACTBA, TPeOOBAaHWH  OPraHH3ALMOHHO-PACTIOPSIHTEIBHbIX
AIOKyMEHTOB 110 BOITPOCaM obecneyeHus HHGOPMAaHOHHOM 6e30nacHOCTH;

NEPCOHANLHOH OTBETCTBEHHOCTBIO KaXkA0ro paGoTHHKA 3a CBOM JEHCTBHUS, YYaCTBYIOLIETO
B paMkax CBOMX (DYHKL[MOHANbHBIX OOS3aHHOCTeH B Ipomeccax ABTOMAaTH3UPOBAHHOH 00paboTKK
MH(POPMAIMK U HMEIOLIEro AOCTYT K PecypcaM HH(GOPMALHOHHBIX CHCTEM;

peanMsalMed TEXHONOrHYecKHX MpoLEeccoB 06paboTku MH(OPMALIMK C HCMNONB30BAHUEM
KOMIIIEKCOB  OPraHM3ALHMOHHO-TEXHHYECKHX MEP 3allUThl IPOrPaMMHOrO  OGeCHedeHHs,
MPOrpaMMHO-aNNapaTHBIX CPEACTB;

IPUHSATHS MEP 110 0DeCIIeIeH IO PH3UUECKO# LEIOCTHOCTH NPOrPAMMHO-aNNAPATHBIX CPEICTB
UH(OPMALIHOHHBIX CHCTEM H OAAEPKaHHEM HEOOXOIMMOTO YPOBHSL AL IEHHOCTH KOMITOHEHTOB;

MCIOJIL30BAHNUA TMTPOrPAMMHBIX M MPOrPaMMHO-AINNAPATHLIX CPEACTB 3alMThl MHQOpMALUK
obpabareiBaemoM B I'BOY u aaAMHHHCTPATHBHON NOAAEPKKOI UX HCHOJIB30BAHHA,

KOHTPOIA ~ COOMIONEHHMS  MONB30BATENIMH  WHPOPMALMOHHBIX CHMCTEM  TpeGoBaHuit




1o obecneveH 0 MHMOPMALHOHHO 6e30macHOCTH;
IPOBENCHUs aHANN32 I QYEKTHBHOCTH NPHHSTHIX MEp 3aIMUTHI UHPOPMALIMH M TIPUMEHSEMBIX
CPEACTB 3a1uThl HH(OpManuu 8 [FOV:

paspaboTku u peanmzamuu NPENNIOKEHHH 110 COBEPIUEHCTBOBAHMI) CHCTEM 3AILUUTEI
uHpopmanuu B TBOV.

3 NPHUHIUNOLI OBECHEYEHUA UH®OPMALIMOHHOMA BE30NACHOCTHU

Obecneuenne undopmarnuonnoit 0e30nacHOCTH, NOKHO OCYILIECTBNATECS B COOTBETCTBUM
CO CJIEAYIOIMMH OCHOBHBIMH MPHHIHITAMU:

Hpuuuun 3akounocTn

ITpu BBIGOpE MeponpuaTUil N0 3amuTe HUHGOPMALIMH, NOMHKHO COBIIOAATLCS IelcTByOIIEe
3aKOHOZATeNbCTBO Poccuiickoii denepanuy B chepe 3amuTe! uHGOpMALHH.

Bce paGorHuku momkHBl HMeT NPEACTaBEHHE 00 OTBETCTBEHHOCTH 32 MPABOHADYLUEHUS
B chepe 3ammtsl uHbGOpMarmy, IIporpamMmuo-annapatheie cpencraa, NPUMEHSEMbIE B TBOY,
AOJDKHBI UMETh COOTBETCTBYIOLIME JHIEH3MH, ODULHAIBHO npUOOPETaTBCS V IIPEACTABUTENEN
PaspaboT4HKOB 3TUX CPEACTB MIIH SBJISThCS HWHTEJUIEKTY aNbHOH coOcTBeHHOCTRI0 [ BOY.

Hpunnun cucremuoctu

ITpu co3maHHM CHCTEMBI 3aIUTHI NOJIKHbI YUYHUTBIBATECS aKTyalbHbIE YIPO3bl OE30MaCHOCTH
MH(OpPMALUK, BOSMOXHBIE OGBEKTHI H HAIpPABJICHHUs aTAK HA HEE CO CTOPOHBI HAPYIIMTENE.
CrCTeMa 32U ThI JO/KHA CTPOUTECS C YHETOM HE TONbKO H3BECTHRIX KaHAJIOB yTedkH HHQOpMaL Uy,
HO H € yI€TOM BO3MOMHOCTH MOABJICHHsI HOBBIX YS3BHMOCTEH B TPOrPaMMHOM 0BECTICUeHHH .

IIpuHIMD KOMILIEKCHOCTH

KomnnekcHoe ncnonb3osanue CpencTs 3aiuThl UH(POPMALIHHU [IPEAIONIATAET COTIACOBAHHOS
TIPUMEHCHHUE TPH NIOCTPOSHUH ETOCTHON CHCTEMBI 3aIHThI, MEPEKPHIBAIOLIEH BCe CYILIECTBEHHBIE
yrposbl 6esomacHocTH MH(POPMALMK. 3amuTa MOMKHA CTPOMUTBHCS SIIETOHUPOBAHO. Pu3Hueckas
3a1MTa NOJDKHA 00eCTieuHBaThCs PU3MYECKUMHU CPENCTBAMH H OpraHM3alHOHHBIMH MEPAMH.

IIpy noCTpoeHNH , BHEAPEHUH 1 SKCILTYATALMK CHCTEMBI 3aLI{UThbI UH(OPMALIMK PYKOBOACTBO
IBOY obecneunBaer ycmosus mna s¢dexTHBHOH KOOpAHHAIMH JeHCTBUII BCcex JuI,
obecreunBaroIINX MHHOPMALHOHHYIO GE30 TaCHOCTb.

Hpunuun cBoespemennocTH

PaspaboTka cucTemsl 3amuTel HHPOPMALIMK JIOJKHA BECTHCH napanjeabHo ¢ pa3paboTKoi
¥ MHQOPMALIMOHHOH  CHCTEMBL. DTO  NO3BOJHUT yuecTh  TpeboBaHust  Ge3omacHOCTH
TP TIPOEKTUPOBAHUM APXMTEKTYPbl M, B KOHEYHOM CHeTe, CO3haTh Oonee 3(deKTHBHbIE
HH(OPMAIIHOHHBIE CUCTEMBI, 0OMIAAAIOLIHE TOCTATOUHBIM YPOBHEM 3aLMILEHHOCTH.

Hpunmmn npeemcTBeHHoCTH

TIOCTOSIHHOE  COBEPLIGHCTBOBAHHE MEP H CPENCTB  3aiUTHI MHQOPMALIHK Ha OCHOBE
TIPEEMCTBEHHOCTH OPraHH3ALHOHHBIX M TEXHMYECKHX DELIEHHH, KaapOBOTO COCTAaBa, aHAJIM3a
(pyHKIHOHUPOBaHHs HHDOPMALMOHHEIX CHCTEM H CHCTEMbI €€ 3alUTbl C YYETOM H3MEHEHHH
B METOZMAaX W CPENCTBAaX IepexBaTa HMH(OPMALMH, HOPMATHBHLIX TPeGOBAHMH MO 3aruTe
uHpopMauu.

Ipunuun gocraTousocTn

CootsercTBre ypoBHS 3aTpaT Ha obecrieuenue HHPOPMALHOHHOM 6e30MaCHOCTH 1 L€HHOCTH
HH(OPMALUOHHBIX PECYPCOB Ha BENUYHHY BOSMOKHOTO yIep6a oT 1X pasrialleHus], yHUYTOKEHHS
1 uckaxeHus. Mcmonpsyemble Mepbl M CPEnCTBA 3amUThl UHGOPMALMK HE IOJKHBI yXyZILarh
SProHOMHUYECKHE MOKA3aTEIM KOMIOHEHTOB MH(OPMALIMOHHbIX CHCTEM.

IIpuHUHN 0TBETCTBEHHOCTH

Bosnoxenue orsercTBeHHOCTH 32 0becneueHue Ge30NaCHOCTH uHdopMaLuy u ee 06paboOTKU
Ha KaXI0ro pabOTHHKA B MpefeNnax ero MOJHOMOYMH. B COOTBETCTBHM C 5THM HOPUHIIUIIOM
pacnpenenenue npas M OO3AHHOCTEH PabOTHHUKOB CTPOMTCSA TaKMM OBPasoM, 4TOGBI B cllyuyae
71060ro HapyLieH s Oblil M3BECTEH HAPY LLIHTEIb.

IpuHunn 060CHOBAHHOCTH H TEXHHYECKOH PeaTH3yeMoCTH

HH(popMaLHOHHbIE TEXHOIOTHH, IPOrPAMMHBIE U POTPAMMHO-AIIAPATHBIE CPEACTBA, Mepbl
3amUTEl HHGOPMALMH JIOIKHBI ObITh PEATH30BaHbI MO COBPEMEHHBIM PELICHHSM, 0BOCHOBAHbI




C TOYKHM 3pEHHA NOCTHXKEHHs 3aJAHHOTO YPOBHS 3alIMINEHHOCTH MH(DOPMALHY U KOHOMHYECKOM
Lle1eCO00PasHOCTH, & TaKXKe COOTBETCTBOBATH YCTAHOBIEHHBIM HOpMaM Hu TpeOOBaHUAM
1o 6e30macHOCTH MHPOPMALIHH.

Hpunuun npogeccuonannsma

Peamuszanus mep samutel uudopmauuu u 9KCILTyaTalusa CPEeACTB 3auuThl MHGOpMaLUn
NOJDKHA OCY IECTBIIATHCS NPOPECCHOHAIBHBIMHI CTIEUATMCTAMH.

IpuBieuenne crienuatH3MpOBaHHBIX OPraHu3alliii K paspaboTke CPEICTB ¥ PeaIU3aluu Mep
3AUUTE HHQOPMALMH, OATOTOBIEHHBIX K KOHKPETHOMY BHJY AESTENbHOCTH MO OBECICUEHHIO
GesonacHoCTH HHYOPMALHOHHBIX PECYPCOB, HMEIOIIUX OMbIT NPaKTHYECKOH pabOThI ¥ JIMIIEH3UH HA
IPaBO OKa3aHMs YCIyT B 3TOM 00NACTH. '

TIpuHIMn MEHEMH3ALME TIPUBUIErHIT 0/1b30BaTE /el

O6ecneqeﬂue N0Jb30BaTeNeH NPpUBUIICTHAMH MUHUMAaJIbHO JOCTATOYHbIMU JJis1 BbIIIOJIHEHUS
HMH CBOHX NIOJDKHOCTHBIX 00si3aHHOCTEH B IHOY.

4 OCHOBHBIE TPEBOBAHWSI IO 3ALIIUTE HH®OPMA LIUN
OIPAHMYEHHOI'O JOCTYIA

Cucrema samuthl MHGOPMALMM TOMKHA MPENYCMATPHBATL KOMILIEKC OPraHH3ALMOHHDIX,
TIpOrpaMMHBIX U NMPOrPaMMHO-ANMAPaTHbIX CPEACTB H MEP MO 3auTe MH(GOPMAIMK B IpOLEcce
ee 00paboTKH.

BrimonHenne TpeboBaHuMi IOCTHIAETCA 32 CHET Peanu3allid Ha OObeKTax HH(MOPMATH3ALMK
Mep I10 3a1MTe HHHOPMAIHH:

MZCHTH(DHKALMH ¥ Ay TeHTUDHKALHHA CyOBEKTOB I0CTyTa H 00BEKTOB JOCTYIIA,

YIIPaBJIEHUIO JOCTYIOM CyOBEKTOB OCTYIIa K 00BEKTaM OCTYIIA,

OrpaHHYEHHIO IPOIPAMMHOI CpembI,

3aLIHTE MAUIMHHBIX HOCUTENEH NePCOHABHBIX JAHHBIX,

perucrpanuy coObITHii 0€30MacHOCTH;

AHTHBUPYCHOH 3alIUTE;

0OHapy KEHHIO BTOPIKEHHIA;

KOHTPOJIO (aHATH3Y) 3aIHIEHHOCTH EPCOHABHBIX JAHHBIX,

00€ECIIEYEHHUIO IIEIOCTHOCTH HH(OPMALIMOHHOM CHCTEMBI M T1€PCOHANBHBIX AHHBIX,

00eCIeYeH IO JOCTYMHOCTH MEPCOHATBHBIX NaHHBIX,

3alIUThI CPEAB! BUPTYaIM3aLlHH;

3aIUThl TEXHHYECKUX CPEJICTB;

33U TBI HHYOPMALIHOHHOM CHCTEMBI, €€ CPEZICTB, CUCTEM CBSI3H M MEPENaul NaHHbBIX,

BEBEIABJICHHIO HHITHACHTOB H pCarupOBaHHe Ha HHX,

YTIpaBJeHUIO KOH(HTYparei nHPOPMALIHOHHOH CHCTEMBI M CHCTEMBI 3aMThI EPCOHATBLHBIX
TAHHBIX.

I'bOY, xak obnanaresnb HHPOPMALIMY OrPAHUYEHHOTO AOCTYTIa, MPU OCYLIECTBICHHH CBOUX
npas 00513aHO: '

coOmonaTh npaBa U 3aKOHHBIE HHTEPECh! MHBIX JIHL;

OPHHHUMATH HEOOXOAMMBIE MEPBI 110 3aIHTE HHPOPMALKH,

OrpaHM4YMBaTh JOCTYH K -HHbOpMAanuH, eciu Takas OOs3aHHOCTH  YCTaHOBJEHa
3akoHoparenbcTBoM Poccutickoit @enepariuu.

B tom uncae I'BOY, Bnpase ecinu HHOE He IPeNyCMOTPEHO 3aKOHONATENLCTBOM Poccuiickoi
Denepanuu:

paspeiats WM OrPaHHYHBATEL JOCTY I K HH()OPMALINHU, OIIPENEIISITh IIOPSIOK | Y CJIOBUS TAKOTO
JOCTyMa;

HCII0/IB30BAaTh MH(POPMALIMIO, B TOM YHCIIE PACIPOCTPAHSITH €€, [0 CBOEMY YCMOTPEHHMIO,

nepenasarb MHQOPMALHMIO OPYTMM JIHIAM Ha YCTAHOBJIEHHOM 3aKOHOLATEIbCTBOM
Poccuiickoit @enepatiyiu OCHOBaHHH;

3alHIIATh YCTAaHOBJIEHHBIMH 3aKOHOAATENLCTBOM Poccuiickolt @enepaunu criocobamMu CBOH
IipaBa B Cjiy4dae HeSaKOHHOFO(l'IO.Hy‘-IeHI/IH I/IHd)OpMaLIHI/I HJIK €€ HE3aKOHHOI'O UCIIOJb30BaHM A UHBIMH
JIMLIAMH;




OCYIECTBJIATL WHBIE NEHCTBHSL ¢ MHOPMALMENH WM paspewiath OCYIUECTBJIEHHE TaKMX
HEHCTBUY, eciM 3TH felCTBHS He MPOTHBOPEYaT —(efepalibHBIM  3aKOHAM U PYTUM
HOpMaTHBHO-NpaBOBEIM akTaM Poccniickoii ®enepariui.

3aumra  MHGOPMAUMH  OrPaHHYEHHOrO AOCTyma  MpPEACTaBjseT co0OH  mpuHsTHE
OpraHU3alMOHHbIX H TEXHHYECKUX Mep, HalPABJIECHHBIX Ha:

coburonenne KOHbHACHUNATbHOCTH HHbOPMALUI (MCKIIIOYEHHE HENPaBOMEPHOrO NOCTYIa,
KONMUPOBAHHS, IPEAOCTABJICH VS MJIH PACIIPOCTPaHEH s MHOPMALIHH),

ofecreyeHte Len0CTHOCTH HHPOpMALHH (MCKIFOUEHHE HENPaBOMEPHOTo YHHUTOXEH s
UM MOAM(HIMPOBaH U HHDOPMALHH);

PeaM3alNI0 IpaBa Ha I0CTYI K HH(POPMAIHH (MCKIIOYEHHE HENPABOMEPHOTO O6noKkupoBaHus
uHbopMaLun).

Cpencrsa 3ammthl undopmanuu BHEAPAIOTCsL [10 PE3YJILTATAM NPOBENEHUS OLEHKH PHCKOB
MH(QOPMALOHHOI 6E30MaCHOCTH.

Opranmzanus 3amuTe uHGOPMALHK

Ipu opranusanun B I'BOY 3ammutel HEHGOPMALMM, NOMKHbI BbIIOIHSTHCS TpeboBanwst
®enepanpHOoro 3akoHa or 27.07.2006 Ne 149-@3 «O6 HMHpOPMALIMK, HHPOPMAIIHOHHBIX
TEXHONOrMAX W O 3amMTe MHGOPMALMU», KOTOPblE PEryJUPYIOT OTHOLIEHMS, CBS3aHHDIC
€ yCTAHOBJICHHEM, MSMCHEHUEM U TIPEKPALeHUEM PexuMa o0paboTKy 3amumaeMoii HuGopManuy.
B toM uncne TpeGoBanus o 3ammre WHGOPMALMHU, He COCTABIAIOMCH rOCyJapCTBEHHYIO TaiiHy,
CONEPIKALUEHCS] B TOCYyJapCTBEHHBIX MH(DOPMALHOHHBIX CHCTEMAX YTBEPXKICHHBIE MPUKA30M
@CTOK Poccuu or 11.02.2013 Ne 17 «O6 yrBepskneHuu TpeboBanuii 0 3amure WHGOPMALHY,
HE  COCTaBJOLICH  rOCYAapCTBEHHYI0 — TaiiHy, cojepkaweiics B roCyJapCTBEH HbIX
MHQOPMAIHOHHBIX CHCTEMaxX» JUI TOCYAAPCTBEHHBIX HHPOPMALIMOHHBIX CHCTEM IO KOTOPBIM
I'BOY asnsercs Oneparopom.

BT'BOVYe nomumo peanusalum OCHOBHBIX Mep 3aLUThI HHGOPMALIHH OCY IIECTBIAETCS:

perymipHas  OUCHKa M  YNpaBi€HHE DHCKaMH HMH(DOPMALMOHHON 6e30macHOCTH
B COOTBETCTBUH C yCTAHOBJICHHbIMU NPOLIElyPaMU B 0OJIACTH yrpaBleHUs PUCKAMHK,

uHpopMupoBanue,  00yueHue " MOBBIIICHUE kBanuukauun  pabOTHMKOB
I'BOY B cepe nupopmanmonnoit 6e30macHOCTH;

METOAM4Yeckas mnoMowp paboTHHKAaM B Bompocax —olecrnedeHds HHPOPMALMOHHOMN
0e30MmacHOCTH,

aHa/Iu3 1 IOUCK BO3MOXKHOCTEH 110 NOBbILIEHHMIO YPOBHS 3aIUUIIEHHOCTH H(OPMALKH.

At opranusaumny samuThl uHbopmauun, IBOY BrpaBe nprUMeHSTH CpencTBa U METOMBI
TEXHHYECKOH 3alUMTBI, HNPENNPMHHMATH JPyrHe, HE INPOTHBOPEYAILHE 3aKOHOJIATENILCTBY
Poccuiickoii @enepatuu, Mepoi.

B pamkax obecneuenus saummThl HHOOPMALKH, B PAMKAX TPyOBbIX OTHOLIEHUHT HEOOXOIIMO
O3HAKOMMUTE MOJ POCITHCE PAOOTHHKOB, IOCTY I KOTOPBIX K MH(OPMAIMH OrPaHHYEHHOrO IOCTyTa,
HEOOXOMMM UL BBINOTHEHUS HMH CBOMX NOJDKHOCTHBIX OGSI3aHHOCTEH, C MepedHeM HHpOpMa UK
OrpaHH4E€HHOrO JOCTYIA, U NPUHATHIMH B I BOY Mepamu 3arutsl uHGopMauy.

Oc00eHHOCTH 3aUTHI MEPCOHATBLHBIX JAHHBIX

Ilpu  opranmszamuu  obpaGorku B IBOY  mepcoHaNbHBIX HAHHBIX  HEOBXOMUMO
PYKOBOACTBOBaThCsi Tpebopanusimu DenepanbHoro 3akora ot 27.07.2006 Ne 152-d3
«O 1epcoHaNbHBIX JAHHBIXY .

ITepeyenn Mep, BBIIONHEHHE KOTOPhIX obecmeunBaer 1BOY B kauecTse oneparopa
NEPCOHANBHBIX AAHHBIX, I0JIKE€H BKIIFOYATh:

HasHaueHue B [BOY oTBeTCTBEHHOrO 32 OpraHu3aLi0 OGPaGOTKH MEPCOHAIBHBIX JAHHBIX,

pa3pabOTKy AOKYMEHTOB, ONPENENSIOIMX MPABHJIA B OTHOIIEHHH 06PabOTKH NEePCOHATBHBIX
nanHeix B 'BOY, noKanbHbLIX aKTOB 110 BOITPOCaM 06pabOTKH MepCOHANBHBIX JAHHBIX

OPDUMECHEHHE OpraHU3allMOHHBIX 4 TEXHHYECKHX Mep 10 0DOecmedeHHI0 6e30macHOCTH
NEpCOHANIBHBIX NaHHBIX B COOTBETCTBMM CO CTaThell 19 @emepanvHoro 3axona ot 27.07.2006
Ne 152-@3 «O nepcoHANbHBIX JAHHBIXY,

BLINOJTHEHHE TPEOOBAHUH 110 COCTABY M COAEP>KAHUIO OPraHM3aLHOHHBIX H TEXHHYECKHX Mep
1o ofecrieueHnIo 6e30MacHOCTH IEPCOHANBHBIX JAHHBIX MPU UX 06paboTke B HH(POPMALHOHHBIX




CUCTEMaX MEPCOHATBHBIX NAHHBIX yTBEPXKAEHHBIX [Tprikazom ®CTIK Poccuu ot 18.02.2013 Ne 21
«O0 yTBep:KIeHUY COCTaBA U CONEPIKAHHS OPraHHU3ALMOHHbIX i TEXHHUECKHX MEP IO 00ECTIEUEHIIO
0e30MacHOCTH MEPCOHANBHBIX MAHHBIX [IPH KX 00paboTke B MHOOPMALMOHHLIX CHCTEMAX
NEPCOHANBHBIX AAHHBIX)

OUEHKY BpEAa, KOTOPbIH MOKET ObIThb NpHYUMHEH CyOBEeKTaM IIEPCOHANBHBIX JaHHBIX
B ciayuyae HapymeHuss DenmepansHoro 3akona Ne 152-®P3, coorHOmIeHHE YyKa3aHHOTO Bpena
W TPHHUMAEMBIX OTIEPATOPOM MEp, HANPABJEHHBIX HAa OOECIEYEHHe BBINOIHEH s OOS3aHHOCTeH,
TIPERYCMOTPEHHBIX DenepanbHeIM 3aKOHOM Ne 152-@3;

osHakomyieHne paGorTHHkOB I'BOY, HENOCPeNCTBEHHO —OCYIIECTBISIOMUX obpaboTky
ICPCOHANBHBIX ~ NAHHBIX, C TMONOXEHMSAMH 3aKOHONATenbcTBa Poccumiickoit  ®emeparium
O. MNEPCOHANPHBIX JAHHBIX, B TOM 4YHCIE TPEOOBAHHAMU K 3aLUMTE MEPCOHANBHBIX NAHHBIX,
AOKyMEHTamu, onpenensiomumu tpedosauus [BOY B oTHOWEHUMH 06pabOTKM NEPCOHANbHBIX
MAHHBIX ¥ 00y4eHue, IPU HEOGXONMMOCTH, YKa3aHHBIX PAGOTHHKOB.

Obecneyene 6e30MaCHOCTH NEPCOHANBHBIX JAHHBIX JOCTHIAETCS, B YaCTHOCTH:

ONpCAGICHHEM  yrpO3 M HapywuTened  O€30MAaCHOCTH  MEPCOHANBHBIX  NAHHBIX
npu ux 00padoTke B UHYOPMALHMOHHBIX CUCTEMAX MEPCOHANBHBIX AAHHBIX,

OMPENEJICHUEM YPOBHsI  3alUMUIEHHOCTH [€PCOHAJbHLIX AAaHHBIX B  COOTBETCTBUH
¢ Tpebosanusamu Iocranosnenus Ipasutenscra Poccuiickoii @eneparun ot 01.11.2012 Ne 1119
«O6 yTBepxneHHMH TpeGOBaHMIl K 3aIMUTE IEPCOHANBHBIX MAHHBIX npu ux o00paboTke
B MH(OPMAIIHOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHbIX Y,

NPUMEHEHHEM TPOLICAUINX B YCTAHOBJIEHHOM ITOPAAKE MPOLENYPY OLEHKH COOTBETCTBHS
CPENCTB 3alUThl MHQOPMALIUK;

OLICHKOH 3G (PeKTHBHOCTH NPUHIMAEMBIX MEP MO 3AlIUTE HNEPCOHATBHBIX NAHHBIX 10 BBOMA
B 9KCIJTyaTaluio MH(QOPMaIOHHOMN CHCTEMBI IEPCOHANIBHBIX JAHHBIX

BOCCTaHOBJICHUEM MEPCOHANILHBIX JAHHBIX, BCJIEOCTBHE MONyYEHHUs HECAHKIIHOHHPOBAHHOIO
JOCTyIa K HUM;

YCTAQHOBJICHHEM MPaBUJl [OCTYNa K  MEPCOHANbHLIM JAHHBIM, 00pabaThiBaeMbIM
B MHPOPMALMOHHBIX CHCTEMaX NEPCOHANbHBLIX NAHHBIX, 4 TAKKe OOEeCreueHHeM perucrparuu
H y94€Ta BCEX AEHCTBHH, COBEPINAEMBIX C IEPCOHAIbHBIMH TAHHBIMU B MH(OPMALOHHBIX CHCTEMAX
NIePCOHAJIbHBIX NaHHBIX;

KOHTPOJIEM 33 MPHHUMAEMbIMH MEPAMHU MO 3ALIUTE NEPCOHANBHBIX JAHHBIX H ONPEIENeHHOrO
YPOBHS 3aLIMINEHHOCTH MH()OPMALMOHHBIX CMCTEMAaX I[EPCOHANBHBLIX JAHHBIX B MPOLECCE
€€ OKCILTyaTaluu.

5 OCHOBHBIE TPEGOBAHIA K IPOIECCAM OBECIIEYEHUA
HH®OPMAINIHOHHON BE30OMMACHOCTH

Meronu4eckoe pykoBOACTBO, pa3paboTKy pelueHuit no samurte HHGOPMALINH, COTIACOBAHHE
BBIOOpA CPENCTB BHIMHCITUTENbHON TEXHHKH, IPOrPaMMHBIX H MPOTPAMMHO-ANNAPATHBIX CPEICTB
3aIUTbl HHPOPMALIHH, OPTAHH3ALMIO PabOT MO BBISBIEHHIO BO3MOXKHOCTEH H HpeyHpexIeHHIO
YTEUKH M CBOHMCTB 3allMIIAEMOH WH(OpMALUM, aTTECTALMI OOBEKTOB HMH(POPMATU3AIHM
OCYLIECTBJISIHOT KOMIETEHTHBIE CTPYKTYpHbIe noapasnenenus IOV,

Duzuyeckasi 0€30MaCHOCTD

[TpunsTHIE OpraHU3allHOHHBIE M TEXHHYECKME MeEphl MO 3amuTe mnomemeHuii 1BOY,
CEepBEPHOr0 M KOMMYTAllMOHHOTO OOOpYJOBaHHS, AaBTOMATH3UPOBAHHBIX pabOYMX MeCT
nose3oBatenel uHGopmanuouHbix ciucreM I'BOY obecnednBaroT peanusaiuio cieayomux Mep 1o

pasrpaHuyYeHMI0 J10cTyna paboTHHKOB B mnomewmeduss IBOY B COOTBETCTBHH C UX
MOJIHOMOYHAMM M JOJKHOCTHBIMH 0053aHHOCTSIMU,

peructpauuu (akTtoB Bxona pabOTHHMKOB B INOMEIUEHHS B KOTOPBIX BeHeTcs 06paboTka
NEPCOHANIBHBIX NAHHBIX;

KOHTPOJIMPYEMOMY MpPeObIBAHUI0 NMOCTOPOHHUX JULl B [BOY B nomeweHus, B KOTOPhIX
Beztercst 00paboTka MHGOPMALMH OrPaHHYEHHOIO ZOCTyNA M PasMEMIeHbl alNapaTHble CPENCTBA
HH(POPMAIIHOHHO# CHCTEMBI,

OpPTraHH3aLKH PEXKUMA KOHTPOJIHMPY EMOIO BHOCA/BBIHOCA CPEACTB 00pabOTKK HHPOPMALIMH.




ITomemenns TBOY nmomkubl Obith  060pYHOBAHB NETEKTOpaMH OTHA M [bIMa,
OTHETYIIUTENAMH, CHCTEMAMH KOHIMUIHOHUPOBAHMs BO3MYXa, CPEACTBAMHM OXPAHHO-TIOXKAPHOLL
CHTHAJIM3ALIUH.

OcHOBHOE CepBEPHOE U KOMMYTaLHOHHOE 000pyaoBarue [BOY 10yKHO OBITH 3AIMUIIEHO OT
nepe60eB B 1momaye OJIEKTPOSHEPIrHH IIYTEM MOAKJIKYEHHS K 3JIEKTPOCETH C IPHMEHEHHEM
UCTOYHHKOB ~ OecriepefOMHOrO MHTAHMS ¥ PE3EPBHOTO  AM3ENb-reHeparopad.  MCTOUHHMKH
OecriepeCOHHOro MuTaHMs HEOOXOAMMO PETYJISPHO TECTHPOBATb M IPOBEPSITh YIIOJIHOMOUYEHHBIM
pabotnuxkamI'BOY B COOTBETCTBUU C PEKOMEHAALIHAME IIPOU3BOAUTETS.

1IopraTnBHbIE TEXHUYECKHUE CPEAICTBA HE JOJDKHBI OCTABATHCS 33 NPEAEIaMH KOHTPOJIHPY EMOH
30uel I'BOY 63 koHTPOIIs1 O cTOpOoHBI paboTHuKoB [BOY.

BesonacHocTh Ha paGouem mecTe

3anpeilaercs BECTH 3amuCh MApONeH B OTKPHITOM BUNE HA MATEPUATbHBIX HOCHTENS,
38 UCKJIFOYEHHEM CIIy4aeB, PErNIaMEHTHPOBAHHBIX METONOB XPAHEHHUSL.

JIOKyMEHTbl M HOCHTENH ¢ MH(OPManueil OrpaHHYeHHOTO AOCTYNA NOMKHBI YOHPATHCS
B omedaTeiBaeMble Mecta (cedippl, mkabel u T.I.), mpu yxome ¢ pabodero Mecra.
Ha aBromarusuposansom paGouem mecte Ilomb3oBatesnst paGodas ceccust HOMKHA GBITH MPEpBaHa,
pabouuii cron 3abmokupoBan. Bxop nons3oBarenss B cucTeMy He [OJDKEH BbINOMHSTHLCS
aBTOMAaTHYECKH.

HoKyMeHTbI, coneprxantiie HHGOPMALHIO OrPAHHYEHHOTO JOCTY A, TOJKHEI CPa3y M3bIMATHCS
U3 MEYaTaoMX YCTPOUCTB. [l yTUNHM3aLMH KOHOHOCHUMAIBHBIX JOKYMEHTOB, NOJDKHBI
UCIIOJIb30BATBCS YHUYTOXKUTENM NOKYMEHTOB HE HIDKE 4 ypOBHs IO CTaHAApTy 0€30macHOCTH,
NPUMEHSEMOMY K YHHUYTOKUTENSIM JOKY MEHTOB.

IMpu wmcnonb30BaHUMM MOOMJIBHBIX TEXHHYECKMX CPENCTB HEOOXOAMMO CcOOMIONaTh
JOTIOJHUTENIbHBIE MEPBI TIO PErJIAMEHTALMH M KOHTPOJIO HCIOJB30BaHHs B HHA)OPMAIHOHHOH
CHCTEME MOOHJIBHBIX TEXHHYECKUX CPEICTB.

HaxoxneHue NpencTaBUTENeH IOPUAMYECKMX JIMI B PaMKaX MCHOJHEHHS JOTOBOPHBIX
00s3aTeNLCTB B MOMELIEHUSX B KOTOPBIX BeeTcst 00paboTka MH(pOpMaLMy OrpaHi4eHHOro 10CTyNa
MHPOPMALIMOHHOH CHMCTEMBbl, BO3MOXXHO TOJNBKO B  CONPOBOXAEHWU pabortHuka IBOY
AONYLIEHHOTrOo 10 00paboTKH Takoi HHPOPMALIHH.

Pasmemenne TexHHYeCKHX CpeNCTB BbiBOoja HH(popMainuu B moMewmeHusx I[BOY
TIPOU3BOMUTCSA C YYETOM HCKIYEHHS BO3MOXHOCTH BH3yaJbHOI'O IPOCMOTpPa HHGOpMALIMH
NOCTOPOHHUMM JAMLaMu U PAOOTHUKAMHU, He IOMYLIEHHbIM K paboTe ¢ faHHOM HHOpMaI1ei.

Texuuueckue CpencTBa JOMKHBI pa3MELIATLCA M XPaHUTHCS TAKUM 00pa3oM, YTOOBI COKPATUTh
BO3MOYXHBII1 pHCK IOBPEXIEHHS U YTPO3bl HECAHKLIHOHUPOBAHHOIO IOCTYIIA.

Texnu4ecKoe 00CIyKHBAHHE 000PYAOBAHUS

Texuuueckne cpenctsa I'bOY momkHBI NPOXOOHTH HA PEryjsiPHOH OCHOBE CEPBHCHOE
obciy)KuBaHUe B COOTBETCTBHH C PEKOMEHAALMSIMH IPOU3BOAUTENEN 000PY IOBAHHS.

PeMOHT u cepBHCHOe OOCIy>XHBaHHE OOOPYHOBaHMS OJKHbI BbIMOJHSATHCS TOJBKO
KBATH(QUIIHMPOBAHHBIMHU CIIELIH AT CTAMH.

Texnuueckoe obcnyxuBaHue OOOPYNOBaHHS CTOPOHHMMH OPTraHH3ALMSAMH HE JOJDKHO
NPUBOIUTD K PUCKY HAPYIIEHUS KOHQUIEHITHATbHOCTH 3aIH IAeMOH HHMOPMALHH.

B3aumopaeficTBue ¢ TpeThbHUMH JIMIAMH

B nemsx obecneuenusi uHpopmanuonHoi Oesomacnoctu I'BOY npu B3ammopeiictBum
C TPETHPHUMH JIMIIAMH JOJDKHO BBIITOJHATD CJIEAYIOLIHE MEPOIIPUATHS T10:

3aKJIFOYEHMIO COIVIAIIEHHs] O HepasrjiameHHd wuH(popMauuu OrpaHUYeHHOro MJOCTyIIa
TOJIyYEHHOI1 B XO/I€ UCITOJIHEHUSI JOTOBOPHbBIX 00S13aTENBCTB;

OCYLUECTBJIEHUIO KOHTPOJIsl 33 NEWCTBHSMH TPENCTABUTENEH KOHTPAreHTOB B Mpefesiax
KOHTponupyemoii 30061 I BOY.

YunpasJjieHue ;KH3HEHHBIM HHKJIOM HH(OPMALHOHHBIX CHCTEM

Mepomnpusitust B mpouecce >XKU3HeHHOro nukia udopmauuonsbix cucreM IbOY momxHel
ObITh HampaBJiEHbl HA ODecrieueHe 3alUThl HHPOPMALMK [IPU BBOJAE B I€HCTBUE, SKCILIyaTaliH,
COMIPOBOXIOEHUH U MODIEPHHU3ANH, BEIBOOA U3 SKCIIIyaTalllH.




OcHoBanuem mpu paspaGotke MHGOPMALHOHHBIX CHCTEM NOJDKHBI SBJISTHCS perueHms
MPUHSTBIE HA CTajuMM (GOPMUPOBAHHA TPeDOBaHMH, ComepKaliHe TPeGOBAaHHS B TOM HHCIE
T10 CHCTEME 3aLUHThI UHGOPMALHH.

JIroboe maaHupyeMoe K BHEAPEHHIO H3MEHEHHE HH(OPMALOHHOI CHCTEMBI NPEABAPHTEIBHO
TOIDKHO  ObITh  MPOAHANH3UPOBAHO HA  COBMECTUMOCTb  H OTCYTCTBHE  HapyllueHUH
PadoTOCIIOCOGHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPE/ICTE 3aIUThI HHOpMALIUH.

PaboTel mo momepHM3aLu¥ WHPOPMANMOHHON CHCTEMBL, B TOM YHCIE IO yCTaHOBKE
NPOrpaMMHOro obecreueH s 1 OOHOBIEHHUIA, JOMKHBI IPOBOLHTECS B Hepabouee BpeMs IIIH BPeMs
HauMeHbLIeH pabouell HarpysKkH.

Ilpu BBIBOmE U3 SKCIUTyaTaluWW MHOOPMALHOHHBIX CHCTEM MOJKHO OBECIIeUHBATHCS
rapaHTHPOBAHHOE ynajleHHe 00pabaThiBaEMOH M XPAHUMOH B HUX HHOPMALIMH C HCIIOAB30BaH HeM
CPCACTB rapaHTUPOBAHHOrO yHHUTOKEHW MH(OPMALMY UK NyTeM (U3MUECKOrO YHHUUTOXEHMs!
HocuTenel uHdopMaL .

Bce npouenypbl ofecreuenust 3ammTel  MHGOPMALMHM, VCTaHOBJeHHble B IBOY
B OTHOWICHHH WH(OPMALMOHHBIX CHUCTEM, MNOJKHBI BBITONHATBCH M KOHTPONHPOBATHCA
OTBETCTBEHHBLIMHU JIMIIAMH 32 OpraHU3auio paboT Mo 3aiite nHGOPMALIHY.

Konrpoab goctyna k uHpopMauHOHHBIM cHCTEMAM

Bcee pabornuxu I'BOY, nomymennbie k pabote ¢ MHOOPMAIMOHHBIME CHCTEMAMH HECYT
MEPCOHANIbHYIO ~ OTBETCTBEHHOCTh 32  HAPYIIEHHs YCTAHOBJEHHOTO MODsKa 0OpaboTKH
uHbOpManUK.

YpoBeHb mnonHoMouuii monmb3oBarenss B MH(OPMAUMOHHOH cucteme I[BOY  momken
OMNpEenessiTbCsl B COOTBETCTBUU C €0 JO/DKHOCTHBIMU 003 HHOCTSIMU.

Hoctyn nons3osareneil k uunpopmanuonssM cucreMam [BOY HOIKEH KOHTPOIHPOBATHCS
aIMUHHCTPATOPOM HHGOPMALIOHHOM CHCTEMBI.

OcyiuecTsienne peryapHOro KOHTPOS BINOIHEHHS OPraHH3allHOHHO-PACIOPSIUTEIbHBIX
AOKYMEHTOB, KAaCaroLIMXCsl periameHtauuu nomycka padotHukoB IBOY k uHbOpMAaLMOHHBIM
cUcTeMaM.

HpenTuduxaums 1 ayreHruduranms

Hoctyn nonb3oBateneit k MHPOPMALMOHHBIM CHCTEMaM JIOJDKEH MPENOCTaBJIATLCA TOJIBKO
IOCJIE YCIEIHOr0 3aBEPINeHH UACHTH(UKALNHY, Ay TeHTHDUKAIIHH.

Ionyuenne mnonpsoBateneM HMeHH B HH(DOPMALMOHHOM CHCTEME M TAPOJsA, KOTOpHIE
obecneuuBarOT NOCTYN K MHPOPMALHOHHOM CUCTEME, TOKHO OCY IECTBIATHCA 110 [PEICTABICHUIO
PYKOBOZOHUTENS CTPYKTYPHOIO MOAPA3AEIEHHUSL.

Ynpasiaenue goctynom

B I'BOY mOomKHO OCYINECTBJATLCA YNPABJICHHE AOCTYNOM kK HHQOPMAalMOHHOH CHCTeMe
MOCPENCTBOM DeaM3alil HEOOXONAMMBIX METOIOB, TUIOB M MpPaBHJ PAsTPAHMYEHUS HOCTYIIA
nojb3oBaTensM HHpopMauroHHOH cucremMbl I'BOY. B Tom uucne obecrnedeH 3aLiyineHHBI
YHQJIEHHBIA 0OCTYN CyOBEKTOB NOCTyna K 0ObeKTaM JOCTyna 4Yepe3 BHELIHHE HH(POPMALHOHHO-
TeJIEKOMMY HUKALIHOHHBIE CETH.

besonacHocTh npu padore ¢ HOCHTEISIMH HH(OPMALIHH

Paborauxu I'BOY ROMKHBI HCIIONB30BATH TOJNBKO YYTEHHBIE ChEMHBIE MAIIHHHbIE HOCUTENH
Hmbopmaurm JJIs BBITTIOJIHEHWA CBOMX OOJPKHOCTHBIX 06H33HHOCTeﬁ. Hcrnonb3oBanue CheMHBIX
MalIMHHBIX HocuTeNeH nHdopManuu B I BOY B HHBIX 1IENSIX CTPOro 3anperieHo.

CpeMuble MAaIIKMHHbIC HOCHUTEIIU PIH(bOpMaLIHI/I AOJIKHBI XPAHUTCA B OIN€YaTbIBaACMbIX mea(bax,
B IIOMELICHHUSX B KOTOPBIX IIpeaycMoTpeHa 0OpaboTka HHGOpMALMK OrPaHMYEHHOTO JOCTYTIA.

B crmyuae kpaxxyul HJIM [OTEPH ChEMHOI'O MALIMHHOTO HOCHTENsI HHPOPMALMH, a TAKKE HHbIX
HHUUIEHTOB, KOTOPbIE MOTYT MPHBECTH K HApYLIEHWIO CBOKCTB HH(OPMALMK OrpaHHYEHHOrO
JOCTyNa, AOJKHBI IPOBOAUTHLCS MEPONPUSTHS [0 PACCIENOBAHHIO TAKUX HHIHAEHTOB.

Ilpu BbIBONE U3 3KCIIyaTallMH CheMHOIO MALIMHHOTO HOCHTEST HHPOPMALHH, BCE NTAHHBIE,
XpaHsALIMECs Ha HEM, IOJDKHBI ObITh yJaleHbl ONPENEICHHOH KOMHccHel U3 vucia pabOTHHUKOB,
CPeNCTBOM I'apaHTUPOBAHHOTO YHUYTOXEHUS HHPOPMALIMH.




QakT yHUYTOXEHHS WHDOPMALUH HA CHEMHOM MALIMHHOM HOCHTENE nHbOpMaIH
(ukcupyercs B akTe 00 YHHYTONEHHM HHGOPMAIIMH CO CBEMHOrO MAIIHHHOTO HOCHTEJIS
MH(QOpMaITHH.

Perncrpaumsa cobbiTuii

B TBOY  nomkHa  ocyuectisTbes perucTpauuu  cobeiThit  Ge3onacHOCTH
Ha BCEX KOMIIOHeHTax HHpopMaLmoHHbIX cucreM IBOY, B KOTOpBIX 00pabaThBAETCA 3AIMHIACMAsT
uHpopMaIus.

AHTHBHpYCHas 32IUTA

B umemsix obmapyxeHus u ycrpaHeHwms BpenoHocHeIX mnporpamMm B [BOY  pomxsb!
HCIIOJIB30BATECS CPEACTBA AHTHBUPY CHOH 3aIUThl HHPOPMALHH.

O0s13aTeIbHOMY  KOHTPONKO CPEACTBOM AHTHBHPYCHOH 3allHTHI MHQOpPMALMK JIOJDKHA
nopnexarb mobas undopmauus (texcroBble Qaiinbl mobbix  HOpMATOS, talinbl NaHHBIX,
MCTIONHSACMbIE (Dalifbl), TOJNydaeMass W MepenaBaeMasi MO JIOKATbHON BLIYHCIHTEIbHON ceTu
B TOM 4YMCJIE M CETAM OOIIEr0 NONB3OBAHMSA, & TaKkKe MHQOPMAIMS, XPAHHMAs HA CHEMHBIX
MAIIMHHBIX HOCUTENX HHPOPMALIUH.

IIpu ycTaHoBKE NPOrpaMMHOro 06eCTIeUeH S HIH ero OGHOBICHH S Ha CeBepHOE 000PYAOBAHNE
AOIDKHA 3aBTOMATHHYECKH BbINOJHATLCS IPEABAPUTENbHAA [IPOBEPKA NAHHOIO MPOrPAMMHOLO
obecrieyeHys Ha OTCY TCTBHE BPEOOHOCHOTO MPOrPaMMHOTO 00eCIeYeHH s,

ObHoBnenye 0a3 curHaTyp A CPEICTBa aHTHBHDYCHOM 3alMHThI MH(MOPMALMH NOJKHbI
OOHOBJIATBCS €XKENHEBHO.

ITone3oBaresu 6e3 npas aJIMHHUCTpATOpa uH(OpPMaLMOHH Ol CHCTEMBI
I'BOY He nomiHbl MMETh BO3MOXHOCTb MOJYUYEHHs JOCTyHa K KOH(UrypaLuyu aHTUBUPYCHOIO
CPENCTBA 3aIUTBI UJIM €70 OTKIIFOUEHHS. :

KoHTpoib 3alMIIeHHOCTH NEPCOHANLHBIX JAHHBIX

B nemssx uCKmMOYEHMS SKCITyaTallUd ys3BMMOCTEH MPOrPaAMMHOrO OOECIIEUEHHS TOJKHBI
MPOBOAMTCA DPabOThl MO BBIABJIEHHIO, AHANM3Y YS3BHMOCTEH HH(POPMAILIMOHHON CHCTEMBI
1 ONEpaTHBHOE yCTPAHEHHE BHOBb BbISIBJEHHBIX ys3BUMOCTeH . B TOM uucie opranusaiius KoHTpos
YCTaHOBKH OOHOBJIEHUS TPOrPAMMHOT0 00ECIIeUeH s BKIFOYas CPEICTB 3aIMHThl MH(POPMALUH.

Hcnoab3oBanue mporpaMmMHOro ofecrneqeHHst

Bribop nporpammHoro obecneueHus s [POM3BOACTBEHHEIX Hyxa IBOY momken
NPOU3BOIUTLCS B MPHOPHTETE K OTEYECTBEHHOMY, BHECEHHOrO B EnuHbIA peectp poccuiickmx
IPOrpamM /st 3JIEKTPOHHBIX BbIUMCIUMTENBHbIX MAIIHMH U 033 faHHbIX . B cilyuae oTcyTcTBUs aHanora
B EnuHOM peecTpe pOCCHHCKHX MpOrpaMM sl 3JE€KTPOHHBIX BbIMMCIHTEIbHBIX MAllKH
1 043 JaHHBIX I0MYCKAETCs MCMOJIB30BATh IPOrPAMMHOr0 06ECIEUEHHE HMITOPTHOTO TPOHU3BOACTBA

Hcnonb3osanue cpeacTs Kpunrorpaguueckoi 3amuTbl HHGOPMALHT

OOGecneuenue 3amuThl HHPOPMALIUH OTPAHUYEHHOTO NOCTYNA OT PACKPHLITHSA, MOIMMHUKALMK
¥ HaBs3biBaHMs (BBOJA JOXKHOW mH(pOpPMaunu) mpu ee nepepade (MOATOTOBKE K Mepenade)
[0 KaHajaM CBs3H, HMEIOIIMM BBbIXOJ 3a IIpeleNbl KOHTPOJHUPYEMOH 30HBI OOECIEeuHBAETCS
NIPYMEHEHHEM CPEICTB KpUITorpaduueckoit 3amuThl HHMOPMALHH.

ITpuobperenue cpencts kpunrorpapudeckoi saumrts napopmanuu IBOY ocymecTsisiercs
Ha OCHOBAHMHM JIOTOBOPOB M KOHTPAKTOB C JIHIIAMH MMEIOLIMMH AEHCTBYIOLYK nuieH3uo ®Ch
Poccuu Ha OCyHIECTBIIEHHE MESTENBHOCTH IO pa3paboTke, MPOM3BOACTBY, PAaclpOCTPAHEHHIO
nmdpoBaNbHBIX (xpunrorpadudeckux) CpEICTB, UHPOPMALHOHHBIX cUCTEM
H TEJNEKOMMYHHKAIIHOHHBIX CHCTEM, 3AOHIUICHHBIX C HCIIOJIL30BaAHUEM H.II/id)pOBaJIbeIX
(xpunrorpaduyeckux) CpeacTs, BBHINONHEHHIO PabOT, OKAa3aHHUIO YCIyT B OONACTH INH(POBAHUS
UHQOpMalKHY, TEXHUYECKOMY OOCIYXXHUBAHUIO HMIH(PPOBAIBHBIX (KPUNTOrpaQuYeCcKnx) CPEICTB,
MH(OPMALMOHHBIX CUCTEM M TEIEKOMMYHHKALHOHHBIX CHCTEM, 3aLIMIIEHHBIX ¢ MCHIOJL30BAHHUEM
1 ppoBanbHeIX (KPUNTOrpaduyuecKnx) CPEncTB (32 HCKIIIOUEHHMEM CIIydasl, €CNIH TEXHHUYECKOe
obcIyxMBaHHe IMH(PPOBANBHBIX (KpUNTOrpaguuecKkux) Cpencrs, HHPOPMALHOHHBIX CHCTEM
U TEJEKOMMYHMKAaLHOHHBIX CHUCTEM, 3aIUMUIEHHBIX C HCIOJB30BAHMEM LIH(POBAIBHBIX
(xpunTorpaduuecKkHux) CpENCTB, OCYLUECTBJsieTCs [uisi  obecriedeHusi COOCTBEHHBIX HYXKN
HOPUIANYECKOro JUlia UJIH HHOUBUIYAIbHOIO MpeqIIpHHUMATENIs).




B uemax opranusanum u ofecneuenuu nepefaiu MHOOPMALMM N[O KaHAJNAM CBA3M
C HCHOJIL30BAHMEM CPENCTB KPHNTOrpadUueCcKOi 3aluThl HHGOPMALHH, & TAKKE BbIMNOTHEHIS
MUeH3uoHHbIX TpeboBanuit @CB Poccun B IBOY nomkeH GbiTh co3nan OpraH KpUNnTorpahuyeckon
3AUIUATBL

IMTopranenere pewenus ITBOY ¢ BO3MOXHOCTHIO nocTyna ¢ ceredl OOMIEro MOJNb30BaHMUS
AOJKHBL B NMPUOPHUTETE paspabaThiBaThCs C OpraHU3allHell 3allHINEHHOrO KaHAIA NIOCPEACTBOM
nporoxona TLS ¢ nogaepikkoii anroputmos T'OCT 34.10.

Hcnonb30Banne 3JeKTPOHHOM M0OYTHI

DJeKTPOHHAs TOYTa [OJKHA MCMONB3oBathest B IBOY ¢ 1enbio opraHusanuu oOMeHa
SJEKTPOHHBIMH  COOOIIEHHAMH Mexay pabOTHUKAMH U cybbexTamu  MHPOPMALHOHHOLN
6e3omacHoCTH.

pu nenonesosanuu 51eKTPOHHOMN NOUTHI 3anpeLyaeTcs:

obmeH uHopMaLMeH st CiTyKeGHOTO MONBb30BAHHS, A TAKIKE uHpOpMaLHei OrpaHUUEHHOro
Jocryna,

[IPENIOCTABJICHHE NOCTYNA K 3JICKTPOHHOM MOYTE C MCIOJIb30BAHHEM NAHHBIX CB OCH YUYETHOH
3aIIUCH TPETHUM JIHLIAM,

nyOnuKaLUs CBOEro CiyxeGHOro anpeca 31eKTPOHHON MOUTHI B SNIEKTPOHHbLIX KaTaJorax,
Ha ITONCKOBBIX MAIIMHAX H IPYTHX pecypcax ceTu MHTEpHET B LeIsIX, He CBSI3aHHbIX ¢ MCIOTHEHHEM
CBOHX JIOJDKHOCTHBIX O0SI3aHHOCTEIH

MOAMHCKA M0 SJEKTPOHHOU I0YTE HA PAa3NUYHBIE PEKJIAMHBIE MaTEPUAITbI, IUCTHI PACCHUTKEL
SJICKTPOHHBIC XXypPHAJBI M T.J., HC CBSI3aHHBIE C BBIIOJHEHHMEM IOJB30BATENEM NOKHOCTHBIX
obs3aHHOCTE],

OTKPBITHE (3aIlyCK Ha BBIIONHECHUE) (alioB, NOMYYEHHBIX MO SJIEKTPOHHOH Mo4TE
Wi u3  pecypcos ceth HuTepHer, 0e3 nNpenBapuTeNbHON NPOBEPKH X AHTHBHDYCHBIM
MPOIrPaMMHBIM O0ECTIEYEHUEM.

Pabora B ceTsix o6uiero noan3oBanus

I'BOY ocrasnsier 3a coGoii npaBo 6710KHPOBATH WK OrpaHUYUBaTh JOCTYN pabOTHMKAM K
CETAM CBA3H OOLUEro MONb30BAHMUS, B TOM YHCIe ceTd MHTepHer, COIEP>KaHHE KOTOPBIX HE MMEET
OTHOUICHHA K MCMOJIHEHHUIO IOMKHOCTHBIX O0sI3aHHOCTEH, & Takke K HHPOPMALMOHHBIM pecypeam,
COACpraHe 1 HAIPABJIEHHOCTh KOTOPBIX 3aIPEIEHBI 3aKOHOAATeNECTBOM Poccuiickoii Deneparii.

Wndopmarus o mnocemaembix pabotHukamu I[BOY HHQPOPMALIHOHHBIX  PECYyPCOB
HpOTOKOJ'II/lpyeTCH AJis1 IOCJIenyLero aHaaus3a u, npu HeO6XO,[l[/IMOCTld7 MOKET ObITh npeacrasjicHa
PYKOBONUTEIIAM CTPYKTYPHBIX NONPAa3AENEHHUIH, a Taioke pykosoauteno IBOY myist koHTpos.

ITpu ucnonssosanuu ceru MHTEPHET 3anpereHo:

HCIOL30BaTh MpenocrasieHHblil [BOY noctyn B cetb MHTEpHET B TMUYHBIX LEIX,

UCIIOJIB30BATH HECAHKIIMOHUPOBAHHBIC [IPOrPAMMHEIE H NPOrPAMMHO-ANNAPATHBIE CPECTRA,
TO3BOJSOLIHE TIONYYUTh HECAHKI[HOHUPOBAHHbIi ROCTYT K ceTh MuTtepHer;

nyGIMKOBATh, 3arpyXaTh W PAacIPOCTPAHATL MATEPHANBI COMEPIHKALIHE HEJJOCTOBEPHYIO
urpopmanmio o TBOY, a Taioke danscuduunposars cpoii IP-anpec.

PesepsHoe KonHpoOBaHHE H BOCCTAHOBJIEHHE JAHHbIX

OcyuecTBenue pe3sepBHOrO KOTMPOBAHHS IIDKHO OCYLUECTBISITECS IS

unpopmaunn obpabateiBaemoil Ha daiimosoM cepsepe u cepBepe MPHIIOKEHMI],
UH(OPMALIHOHHOMN CUCTEMEL,

paboumx MeCT aAMUHHCTPATOPOB HH(POPMALIHOHHON CHCTEMBI,

Yacrora M peXUM PE3EPBHOrO KOMMPOBAHMS YCTAHABNMBAIOTCA TAKHM 00pasoM, dTOGHI
olecreuuTh MUHMMAJIBHYO [IOTEPIO IAHHBIX U ONEPATHBHOE BOCCTAHOBIEHHE.

Hacrpotika pesepBHOro KOMpOBaHHUSI X BOCCTAHOBJIEHHS PECY PCOB HH(OPMALIOHHBIX CHCTEM
I'bOY nomxHE TPOBOAKTE yNOJIHOMOUYEHHEIE paboTHHKH [BOY.

PesepsHOe  KONMpOBAaHME MONKHO —OCYIIECTBIATHCA B - ABTOMATHHYECKOM  DEXHME
C MNPUMEHEHHEM OTEYECTBEHHOIO CHELMAIM3MPOBAHHOIO CPEACTBA PE3ePBHOTO KOMHPOBAHHS
C NEHCTBYIOLMM CEPTUHMKATOM COOTBETCTBHSI MO TPeBOBaHHAM 6€30MacHOCTH HHGMOPMALHU
DCTOK Poccum.




6 OCHOBHBIE TPEBOBAHWA K NPOITECCAM YIIPABJIEHUS
HH®OPMAIIMOHHOHU BE30OHNACHOCTBIO

Monutopuur uadopmaunontoii GesonacHocTu

Ha nocrosnHo# 0CHOBE [OMKEH MPOBOAMTHCS KOMILIEKCHBIH aHANM3 GYHKLHOHUPOBAHUS
uHpopmannoHHol cuctemMel [BOY 1 BOSHUKAROLMX COOBITHH HH(MOPMALHOHHON GE30MACHOCTH.

Ipouecc MoHMTOpUHra cUCTeMbl obecrnedenuss MH(POPMALMOHHON GE30MACHOCTH AOJKEH
BKJIIO4ATE B Ce0s1 KOHTPOJIb OPTaHW3AIMOHHBIX H TEXHHYECKHMX MEp 10 3aIIHTe HH(DOPMALIHH, AHAIIH3
napameTpoB KOHQUrypalMu ¥ HACTPOMKH CPEACTB 3aLUMThl MH(GOPMALIUK.

Ipu mpoBeneHun KOHTPONBHBIX MEPONPUATHI, CBS3AHHBIX C OLEHKOH pEeaIH3alMH Mep
mo saumre uHpopmauuu B I'BOY, ymomHoMoueHHble paGOTHMKM HONKHBI IIPHAEPKHBATHCS
CNeyOLMX NPUHLMIIOB!

He HapywaTh PyHKUUOHUpOBaHuUE nesaTenbHocTu IBOY;

AEHUCTBOBATb B COOTBETCTBUM C YTBEPHICHHbIMH OpraHH3alluOHHO-DACHOPSINTENbHbIMU
noxkymentamu I'bOVY no 3amute undopmanmu;

He CKPbIBATh (PaKThl BELABICHHBIX COOBITHI HHDOPMALHOHHOM 6e30MaCHOCTH,

O(OPMIATH OTYETHL, IIOATBEPIK/IAIOIIIE BbIIOJIHEHUE MEPONPUATHH 110 3a1uTe HHGOPMALIMH.

Undopmanus, momydeHHas B XOO€ MPOBENEHHsS KOHTPOJMPYHOIIMX MEPONPUSATHIA
O NeliCcTBUAX, COOBITHAX M NapaMerpax, MMEOLIMX OTHOLIEHME K Peanu3alud Mep IO 3aliuTe
uH(pOPMANKH, JOKHA KOHCONHIHPOBATHCSA U XPAHHMTBCA B MECTAX, HCKIIOYAOMMX [OJyYEHHE
K HEH HECAHKIIHOHUPOBAHHOTO HOCTYIIA.

MOHHUTOPHHT JaHHBIX O 3aPErMCTPUPOBAHHBIX COOBITUSIX MH(OPMALIMOHHOM OE30MacHOCTH
JOJDKEH MPOBOAUTHCSL, TI0 BO3MOXKHOCTH, ¢ HCIIOJB30BAHUEM CHCTEMbI MOHMTOPHHIA MHIMIEHTOB
uH(OpMaIMOHHOH 0e30MaCHOCTH MJIH BCTPOEHHBIX MEXAHW3MOB HACTPOWKM M ayAHTa COOBITHIA
B IPOTPAMMHBIX H MPOTrPaMMHO-ANNAapaTHBIX CPENCTBAX, HCIONb3YeMbIX B HHGMOPMALMOHHOH
unopactpykrype ['BOY.

Ynpasaenue puckamu

Onpenenenne BHyTpeHHHX TpeOOBaHMiT MO 3amuTe MHPOPMALHH, JOIKHLI OCHOBBIBATHCS
Ha pesysbTaTaX MNPOBENEHHUS aHaIu3a PHUCKOB HApPYILeHHs OCHOBHBIX CBOWCTB 0€30MacHOCTH
1t uHGopMaLuoHHbIX pecypcoB IBOY.

OcHOBOI OLIEHKH PHCKOB JIOJDKHA OBITh OLEHKA YCIOBHIA U (HaKTOPOB, KOTOPLIE MOTYT CTATh
TPUYHHON HapylIeHHs LENOCTHOCTH, KOHPHAGHIMATbHOCTH H JOCTYTHOCTH MJisi MH()OPMALHOHHBIX
pecypcos I'BOY.

Pesyneratrom npoBeneHHs aHaiM3a PUCKOB NOMXKEH ObITh Pa3pabOTaHHBIM KOMILIEKC Mep,
HAMPABJIEHHBIX HA CHUKEHUE BOIMOMKHOTO HETaTHBHOTO BIMSHHS HA OCHOBHYIO NESTEIbHOCTD
I'bOY npu peanusaumu TOH UM HHOH yrpo3bl 6e30MacHOCTH WHGOPMALHH U 00ECIEUUBAIOIINX B
JaJIbHEHNIIeM JOCTaTOYHBIH YPOBEHb 3aIHIIEHHOCTH HHpOpMariuoHHbIX cucteM [BOY.

YnpaBieHue HHUHAEHTAMH HHQOPMALIHOHHOMH (0€30MACHOCTH

st obecnieuenys 3¢QekTHBHOrO pa3peleHHss HHLIUAEHTOB HH(OpMaIoHHOH Oe30macHoCTH
B I'bOY, MuUHMMH3aLMH OTEPh U YMEHBLICHUs PHCKAa BO3HHKHOBEHHsI TOBTOPHBIX MHIHMAECHTOB
JIOJDKHO OCYILIECTBIIATCA YIIpaBIeHHE HHIIHACHTAMH UH(GOPMAI[HOHHOIT 6€30MaCHOCTH.

Jns ynpasieHuss MHUMIEHTaMH WHGOPMaLHOHHOM 0e30macHOCTH JOJDKHA ObITh CO3maHa
ciy>x0a MOHUTOPUHIA M PEArHPOBAHUS HA MHIHMAEHTH HH(POPMALIMOHHOM 6E30MaCHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEACTB M MEpONpHUATHH misi cOopa M KOHCONUAALUU WHGOpMAIUU
00 MHLMIEHTAaxX pellaeT NaHHYKI0 3amady. B OTHOIICHHMM KaXKHOTO MPOM3OLICAIIErO HHIIMICHTA
paboTHHKaMH H3 cioyxObl MOHHTOPHMHIa W peardpoBaHHUs HAa HHIUAEHTH HMHOOPMAHOHHONR
0€30IacCHOCTH OJKEH BBITONHATHECS €r0 aHanu3, ¥ pa3paborka 3Q(eKTHBHBIX MEp pearupOBaHus
Ha NAaHHBII HHUMEHT,

AynuT cucteMbl obecriedeHHss HHPOPMALHOHHOH 6e30MacHOCTH

B uensx orenku tekyiiero yposHs nadopmaronsoi 6esonacioct I'bOY Ha peryspHoii
OCHOBE JOJDKEH IIPOBOIUTHCA ayIUT HH(POPMAIIHOHHOM Oe30MacHOCTH.

BHyTpeHHUe ay quThI NOKHBI BLITONHATECS paboTHukamu T BOY. B uucio 3anay4, permaembix
[pU IPOBENCHUY BHYTPEHHUX ay IUTOB MH(POPMaLMOHHOM O€30N1aCHOCTH, BXOJAT:




cOOp M aHanu3 MCXOOHBIX NAHHBIX OO OPraHM3ALMOHHON U QyHKIHOHAIBHOMH CTPYKType
MH(POPMALIOHHBIX CHCTEM, HEOOXOIMMBIX ISl OLIEHKH COCTOSHUS CHCTEMbI 3aIUTBI HHPOPMALIHH,

aHallu3 YTBEPKIACHHBIX OpraHU3a0OHHO-PACHOPSIAUTENIBHBIX JOKYMEHTOR 1[0 Ramute
MH(DOPMALUM HA TIPEAMET UX MOJHOTHI 3(QPEKTUBHOCTH, & TaKkxKe (opmupoBanue pexoMeH narui
110 UX A0paboTKe UK paspaboTKH HOBBIX,

obocHoBaHHE (UHAHCOBOH 3((HEKTHBHOCTH BHOBb NPHOBPETAEMBIX CPEACTB  3ALIMTHI
nHdopmanuu;

NMpoBepKa PaBHILHOCTH BbIOOPA M HACTPORKM CPEACTB 3aUTHl MHPOPMALUH, POPMHUPOBAHHE
NPEANOKEHHH 10 UCIOB30BAHMI0 HMEIOIIMXCS CPENCTB 3auThl HHPOPMALIMH ISl TOBbILIEHHS
YPOBH: Hazi€xHOCTH K DesonacHocTH nHpopMannoHHeX cucteM [BOY,

aHAJIM3 OTHYETOB MO MPOU3OLIENIIMM MHIUICHTaM HHOOPMALKHOHHOH 6e30macHOCTH
U IPUHATBEIM MEPaM [10 UX Pa3PEIIEHHIO.

HoBbinmenue ocBeIOMIEHHOCTH PAGOTHHKOB

B pamkax opraHM3anMM KOMILUIEKCHOTO NPOTHBONEHCTBHS yrposaM 0e30nacHOCTH
unpopmanuy, wucxomuuuM OT paboTHukoB IBOY [O/KHA TMOCTOSHHO — MOBBIMATHCS
HX OCBEIOMIIEHHOCTb B 00aCTH 321U Thl HHYOPMALMH.

INosbinenue ocsenomnentoctu paboruuxos [BOY ocyiecTsasercs:

1o cywectByoumM B I'BOY oprannsalilioHHO-pacnopsiuTeNbHBIM JOKYMEHTAM,

no npumensieMsiM B I'5OY Mepam samuts! uaGoOpMaLmm;

10 NPaBUIbHOMY HCIIOJIB30BAHMIO CPEICTB 3AIIUThHI HHPOPMALIHH.

7 3AKIIIOYEHUE

Ilpu n3MeHeHHH NEHCTBYIOIEro 3aKOHOHATENbCTBa Poccuiickoil ®emepanuu B 06IaCTH
3aWKMThl  MHOOPMAlMH, a TaKKe OPraHM3aLHOHHO-DACTIOPSAMTENBHBIX NOKyMeHTOB 1BOY
Hacrosimast IlonuTrka 1 M3MEHEHHs K Hell NPMMEHSIOTCS B 4acTH, HE MPOTMBOpedaineii BHOBb
IIPUHATBIM 32KOHOZATENbHEIM Y HHbIM HOPMAaTUBHBIM aKTaM, & TalOKe BHYTPEHHUM NOKYMEHTaM
I'BOY.

Bce TpeboBaHHs, YCTaHOBICHHblE [EHCTBYIOUIMM 3aKOHONATENbCTBOM Poccuiickoii
@enepauny, MOA3AKOHHBIME aKTAMH M JOIOBOPHBIMU OTHOLIEHMSMH, a Takxke momxon 1BOY
K 00€CIeYeHHIO0 COOTBETCTBHs STHM TPEOOBAHHSAM NOJKHBI ObITh SBHBIM 00Pa3’oM OMPENEIEHbL
JOKYMEHTHPOBAHBI U NIOIEPI>KUBATHCS B AKTYaJIbLHOM COCTOSIHHH. .

I'BOYV B  mpHOpUTETHOM  HAampaBICHHH  [OJDKEH  PAacCMAaTPUBATLCA  MEPEXOX
a MPOrpamMMHOro 00ECIeYeHHEe OTEUECTBEHHOrO IPOU3BOAUTENIS, BKIIOYEHHOTO B €AMHBI PeecTp
POCCHHCKHMX MPOrpamMM I 3JI€KTPOHHBIX BBIYUCIUTENbHBIX MAIIMH U 6a3 JaHHBIX. B TOoM ducne
[0 YacTH CEPBEPHOrO, KOMMYTAlHOHHOIO 00OpYyHOBaHHS W IIPOTPAMMH O-alapaTHBIX CPENCTB
BKJIOYEHHBIX B EMUHBIN pEECTp pOCCUIICKON pauo3IeKTPOHHOMN MPOIYKI[HH .

IlepecMoTp ¥ BHECEHHE H3MEHEHHH B HacToslyr I[IOJNMTHKY OCYIUECTBJISIOTCS
HA NEePUONHYECKOH U BHETLIIAHOBOW OCHOBE.
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